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© 2021 DCM Solution S.A.

Esta publicacion o cualquier parte del mismo, no podran ser reproducidos o transmitida en cual-
quier forma o por cualquier medio, electrénico o0 mecanico, incluyendo fotocopias, grabacion,
almacenamiento en un sistema de recuperacion de informacién, o de otro modo, sin el previo
permiso por escrito de DCM Solution S.A.

La informacién contenida en este manual, incluyendo ilustraciones y especificaciones, ha sido
cuidadosamente revisada y son confiables a la fecha de su publicacion pero esta sujeta a cam-
bios sin notificaciéon previa.

DCM Solution S.A., ho asume ninguna responsabilidad por cualquier inexactitud, error u omision
en este manual.

En ningln caso, DCM Solution S.A., sera responsable por dafios directos, indirectos, especiales,
incidentales o dafios consecuentes que resulten de cualquier defecto u omision de este manual,
incluso si se advirtié de la posibilidad de dafios.

En el interés del desarrollo de productos, DCM Solution S.A., se reserva el derecho de hacer
mejoras en este manual y los productos que se describen en cualquier momento, sin previo avi-
so ni obligacion.
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1. Introduccion

Cerbero es un sistema de control de acceso empresarial, capaz de controlar y gestionar
gran cantidad de usuario con varias y distintos medios de accesos (credenciales de ingreso)
organizados l6gicamente en multiples empresas, en un ambiente de consorcios y dividido en
edificios-zonas mediante los distintos dispositivos de validacion.

Su disefio permite el manejo de gran cantidad de transacciones sin perder la performance al
momento de validar credenciales.

2. Requisitos del sistema

2.1 Sistema operativo

e Windows 7 SP1 o superior
¢ Windows Server 2008 o superior

2.2 Framework

e Framework 4
¢ Framework 4.5

2.3 Servidor WEB

e IS con soporte a Framework 4 y Autenticacién Windows

2.4 Motor de Base de datos

e MySql 5.5 o superior
e Conector .NET 6.9.4 o superior
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3. Guia de instalacion

3.1 Instalacion Base de Datos

Siga estos pasos para instalar la base de datos.

1. Ingresar a la carpeta de instaladores.

2. Dentro de la carpeta MySQL, hacer doble clic sobre el instalador: “mysql-installer-web-

community-5.7.21.0".
3. Aceptar los términos de la licencia y hacer clic en “Next”.

[Z] MysQL Installer - bl

MySQL. Installer License Agreement
Adding Community

To proceed you must accept the Oracle Software License Terms,

GMU GEMERAL PUBLIC LICEMSE )
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.,

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

IThe licenses for most software are designed to take away your freedom

[to share and change it. By contrast, the GNU General Public License is
intended to guarantee your freedom to share and change free
software--to make sure the software is free for all its users. This

General Public License applies to most of the Free Software

Foundation's software and to any other program whose authers commit to
using it. (Some other Free Software Foundation software is covered by
the GNU Library General Public License instead.) You can apply it to

[your programs, too.

[When we speak of free software, we are referring to freedom, not price.
Our General Public Licenses are designed to make sure that you have
the freednm tn distrihute ranies of free eofhware (and charne for this

| accept the license terms

4. Seleccionar “Server only” y hacer clic en “Next”.

(5] MysQL Installer - x

MySQIf. Installer Choosing a Setup Type

Adding Community
Please select the Setup Type that suits your use case.

O Developer Default Setup Type Description
Installs all products nasded for Installs only the My5QL Server. This type should
MySOL development purposes. be used where you want to deploy a MySQL
Server, but will not be developing MySQL
@ Server only zpplications.
Installs only the MySCQL Server
product.

O Client only

Installs only the MySOL Client
produds, without a server.

QO Full

Instalis all included MySQL
products and features.

() Custom
Manually select the products that
should be installed on the
system,

< Back Mext > Cancel
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5. Hacer clic en “Execute”.

[Z] MysQL Installer

MySQf. Installer
Adding Community

Check Requirements

Check Requirements

The following preducts have failing requirements, The installer will attempt to resolve seme
of this automatically. Requirements marked as manual cannot be resolved automatically.
Click on those items to try and resolve them manually,

For Product Requirement Status

Requirement Details

The installer is trying to i resalve this There is nothing you need
to do.

Requirement: Microseft Visual C++ 2013 Redistributable Package (x64) is not installed
Status:

< Back Execute Mext > Cancel

6. Aceptar los términos y hacer clic en “Install”.

EJ Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.406... - x

Microsoft Visual C++ 2013
Redistributable (x64) - 12.0.40660

2013

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT VISUAL C++ REDISTRIBUTABLE FOR VISUAL STUDIO

These license terms are an agreement between Microsoft Corporation (or

hacad an whara wan liva_ana nf ite affiliatac) and unis Blanea raad tham

[1 agree to the license terms and conditions

Install || Clase

7. Hacer clic en “Next”.

[Z] MySQL Installer

MySQI:. Installer
Adding Community

Check Requirements

Check Requirements

The follewing preducts have failing requirements. The installer will attempt to resolve some
of this automatically. Requirements marked as manual cannot be resclved auternatically.
Click on those items to try and resclve thern manually,

For Product Requirement Status
& MySQL Server 5.7.21 Microseft Visual C++ 2013 Redistrib...

Reguirement Details

The installeris trying to al i resalve this There is nothing you need
to do.

Requirement: Microsoft Visual C=+ 2013 Redistributable Package [x64) is not installed
Status:

< Back MNext » Cancel
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8. Hacer clic en “Execute”.

9. Hacer clic en “Next”.

10. Hacer clic en “Next”.

[T MysaL Installer - x
? .
MySQL. Installer Installation
Adding Community
Press Execute to upgrade the following products.
Product Status Progress Notes
MySQL Server 5.7.21 Ready to download
Click [Execute] to install or update the fallowing packages
< Back Execute Cancel
(] MysaL Installer - b4
MySQL. Installer Installation
Adding Community
Press Execute to upgrade the following products,
Product Status Progress Notes
MySGL Server 5.7.21 Complete
Show Details >
Next > Cancel
- X

[Z] MyS0L Installer

k3
MySQL. Installer
Adding Community

Product Configuration

We'll now walk through a configuration wizard for each of the following praducts.

You can cancel at any point if you wish to leave this wizard without configuring all the

products.
Product Status
MySQL Server 5721 Ready to Configure
< >

Next >

Cancel
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11. Hacer clic en “Next”.

(2] MysQL Installer

D
MySQL. Installer
MySQL Server 5.7.21

12. En Config Type, seleccionar “Server Machine” y hacer clic en “Next”.

Type and Networking

@ Standalone MySQL Server / Classic MySQL Replication
Choose this option if you want to run the MySQL Server either standalone with the opportunity
to later configure classic MySQL Replication

Using this option you can manually configure your replication setup and provide your own high
availability solution if required.

O Sandbox InnoDB Cluster Setup (for testing only)
The InnoDB cluster technology provides an out-of-the-box HA (high availability)
solution for MySQL using Group Replication technology.

This option allows you to test an InnoDB cluster setup on your local machine
using several MySQL Server sandbox instances. Read more about this here .

To setup a real-world production InnoDB cluster please choose the standard
MySQL Server configuration instead on all desired hosts and use the MySQL Shell
afterwards to create or expand the InnoDB cluster setup,

[ ysa shoi R
T — T —

Next > Cancel

[Z] MysQL Installer - X
™
W\ ;
MySQL. Installer Type and Networking
MySQL Server 5.7.21 Server Configuration Type
Choose the correct server configuration type for this MySQL Server installation. This setting will
define how much system resources are assigned to the MySQL Server instance.
Config Type:
Connectivity
Use the following controls to select how you would like to connect to this server.
& 1cerp Port Number:
[4 Open Firewall port for network access
[J Named Pipe Pipe Name:  MVYSOL
[ Shared Memory Memory Name:  MYSQL
Advanced Configuration
Select the checkbox below to get additional configuration page where you can set advanced
options for this server instance.
[ Show Advanced Options
[ <Back Next > Cancel
13. Introducir una clave y luego hacer clic en “Next”
[Z] MysQL Installer - b4

A
2
MySQL. Installer
MySQL Server 5.7.21

Accounts and Roles

Root Account Password
Enter the password for the root account. Please remember to store this password in 2 secure
place.

My50L Root Password: [ »

Repeat Password: [s0s0aes ]

Password strength: Weak

MySQL User Accounts

Create MySQL user accounts for your users and applications, Assign a role to the user that
consists of a set of privileges,

MySQL Username Host User Role Add User

< Back Next > Cancel
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14. Hacer clic en “Next”.

(2] MySQL Installer

MySQL. Installer
MySQL Server 5.7.21

15. Hacer clic en “Next”.

Windows Service

£ Configure MySQL Server as a Windows Service

Windows Service Details
Please specify a Windows Senvice name to be used for this MySQL Server instance. A unique
name s required for each instance.

Windows Service Name: | MySQLST

Start the MySQL Server at System Startup

Run Windows Service as ...
The MySOL Server needs to run under a given user account, Based on the security
requirements of your system you need to pick ane of the options below.
(® Standard System Account
Recommended for most scenarios.

(O Custom User
An existing user account can be selected for advanced scenarios.

<gack | [ Nex> Cancel

[Z] MysQL Installer

MySQL. Installer
MySQL Server 5.7.21

Plugins and Extensions

MySQL as 2 Document Store
Use the following controls to select how you would like to connect to this server,
(] Enable X Protacol / MySQL a5 a Document Store

Port Number: 33060

Open Firewall port for network access

Starting with MySQL Server 5.7, MySQL supports document store development. In
order to provide a complete document store/NoSQL experience there is a new
communications protocol called the X Protocol. The expanded capabilities of the X
Protocol enable us to provide modern developer APis with features such as
asynchronous calls, pipelining, and more. In addition to implementing document
collections, the new X DevAPI also supports relational and combined document

i lities. Now developers, designers and DBAs can deploy
implement document store, relational, o hybrid
document/relation models.

Click here to view MySOL as 3 Document Store online documentation

<Back | [ Nex> Cancel

16. Hacer clic en “Execute” y esperar.

[Z] MysQL Installer

IS
MySQL. Installer
MySQL Server 5.7.21

Apply Configuration
Press [Execute] to apply the changes
Configuration Steps  Log

O Stopping Server [if necessary]
Writing configuration file
Updating firewall
Adjusting Windows service [if necessary]

Initializing Database [if necessary]

o]

o

o)

o

O Starting Server
O Applying security settings
O Creating user accounts
O Updating Start Menu Link
o

Updating Firewall for MySQL Document Data Feature Set

| <Back Execute Cancel
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17. Hacer clic en “Finish”.

[Z] MysaL Installer - X

M
MySQL. Installer Apply Configuration
MySQL Server 5.7.21 The configuration operation has finished.
Configuration Steps  Log

@ Stopping Server [if necessary]

Wiiting cenfiguration file

Updeating firewall

Adjusting Windows service [if necessary]

Initializing Database [if necessary]

Qe Q@ Q@@

Starting Server

Applying security settings

onfiguration

Q@

Creating user accounts

Updating Stert Menu Link

R @

Updating Firewall for MySQL Document Data Feature Set

Finish |
H “ b
18. Hacer clic en “Next”.
[T MysaL Installer - X
MySQL. Installer Product Configuration
Adding Community
We'll now walk through a cenfiguration wizard for each of the following products.
You can cancel at any point if you wish to leave this wizard without configuring all the
products.
Product Status
MySQL Server 5721 Configuration Complete,
< >
Next > Cancel
H “ H H ”
19. Hacer clic en “Finish”.
(2] MySQL Installer - x
MySQL. Installer Installation Complete

Adding Commu
The installation procedure has been completed.

Copy Log to Clipboard

nstallation
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3.1.1 Instalacion Conector MySQL

Siga estos pasos para instalar la base de datos.

1. Ingresar a la carpeta de instaladores.

2. Dentro de la carpeta MySQL, hacer doble clic sobre el instalador: “mysql-connector-net-
6.9.11”.

3. Hacer clic en “Next”.

T MySOL Connector Met 6.9.11 Setup — *

Welcome to the MySQL Connector Net

™,
' 6.9.11 Setup Wizard
)
|-
S The Setup Wizard willinstall MySQL Connector et 6.9, 11 on
your computer. Chick Next to continue or Cancel to exit the
Setup Wizard,

MySal
Back | cancel

4. Seleccionar la opcion “Complete”.

77 MySOL Connector Met 6.9.11 Setup —

Choose Setup Type
Choose the setup type that best suits your needs

Instals the most common program features. Recommended for most users,

Custom

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.

Complete
All program features wil be installed. Requires the mast disk space.

Back Mext [ cancel
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5. Hacer clic en “Install”.

www.dcm.com.ar

#7 MySQL Connector Net 6.9.11 Setup =

Ready to install MySQL Connector Net 6.9.11

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Completed the MySQL Connector Net
6.9.11 Setup Wizard

Click the Finish button to exit the Setup Wizard,

Bk [cw
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3.2 Instalacion del sistema

Siga estos pasos para instalar el sistema.

1. Ingresar a la carpeta de instaladores.

2. Dentro de la carpeta MySQL, hacer doble clic sobre el instalador: “CerberoGC_Install”.
(Ejecutar el instalador “como administrador”).

3. Ingrese los siguientes campos y pulse el botén “Instalar”.

MySQL Motor: ruta fisica donde esta instalado el motor de base de datos MySQL.
Usuario: Usuario del motor de base de datos MySQLcon permisos para la creacion de
tablas.

Clave: clave de autenticaciéon del usuario (generada al instalar MySQL).

A% Cerbero GC Instalador =

CERBERO GC
7l

Paso 1-Basede Dalos  Paso 2 - Cerbero WEE  Paso 3 - Cuentas de usuanos

Iy SGIL Motor |C:‘.F‘mg|am Fles My SQL\MySGL Server 5.7 bin
Uzuario |rcu:bt
Clave |"""'“

TABLA Cerbero 2000Restore de Base de datos

| Instalar

4. Luego hacer clic en la pestafia “Paso 2 — Cerbero WEB”.
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5.

6. Luego hacer clic en la pestafia “Paso 3 —Cuentas de usuarios”

Ingrese los siguientes campos y pulse el boton “Instalar”.

Directorio Web Site: ruta fisica donde se copiara la solucién web.
Host Name API: Nombre de la aplicacion a instalar.

IP Host Base: Direccion IP del motor de base de datos.

Port Host Base: Puerto de comunicacion.

User Base: Usuario de base de datos.

Pass Base: Clave del usuario de la base de datos.

Nombre de Esquema: nombre de la base de datos instalada.

2.

A% Cerbero GC Instalador

7

Paso 1- Base de Datos  Paso 2-Cerbero WEE  Paso 3 - Cuentas de usuanos

CERBERO GC

Directorio Web Site |- \inetpub wwwroct |
HostName API: |CerbernGC ]
IP Host Base: |Iuca||'-ual |
Port Host Base: 3306 |
Usar Base: |n:u.ﬂ |
Pass Base: |"‘"" ]
Mombre de Esquema: |t:themgc |
Listo

www.dcm.com.ar
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7. Crear los roles o grupos de usuarios necesarios para ingresar al sistema. Si usted in-
gresa algun usuario en los campos User xxxX, se creara o asignara el grupo corres-
pondiente al usuario ingresado.

A% Cerbero GC Instalador >

CERBERO GC
7le,

Paso 1-Base de Datos  Paso 2 - Cerbero WEE  Faso 3 - Cuentas de usuaros

User Admin: [Dcm |
LUser RRHH: | |
User : B |

NOTA: Al crear un usuario nuevo, la clave default es: 1234.
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Cerbero GC

3.3 Verificacion de Frameworks

1. Hacer clic derecho en “Mi PC” y hacer clic en “Administrar”.

2. Ir a*“Servicios y aplicaciones” y hacer clic en “Administrador de Internet Information Servi-
ces (IIS)".

3. Seleccionar “Cerbero GC” y hacer clic en “Configuracién basica”.

& Inte miet bformetion Services (15 Planager

@D | » DCM-SREN-PRT » Stes o Dofaukeb Ste o CerberoBe b
File  Wiew Help

Cannections
r & /CerberoGC Home
4 93 Dol SRIDPRT DOMSRALDRRDC | =
(2} Application Fanls LTS a - g Show Al | Grauplbye Ares ~ [~ 2
- @ Sibex AEDMET
-0 Default el Sike 2n L = . r
= r 1 =
 mspaet_client | s o b I gf: ¥ =
1 HET HET MET Emror MET  METProfile METTrust  Application
SO CefmernG Y Authonzat,, Compilation Pages Globalizition Levels Tetting:
3 Mg . x = &=l
ab] . 5 &‘5 "i_.
Connzction flachinz Key  Page:snd  Sesion Stete SKHITP E-mail
Strings Cartrols
[
" A =
& ?3 =0 ©GI el e
= i) 1] - = L /]
ASP Butherdic... Suthormat.. CGI Compresson  Default Directony
Puilex Cocument  Browsing
— _ ) T = '8 =
iR & o £ o §
ErorPage:  Failed Hondler HTTP HTTF  [PAddress  Logging
Fequert Tra..  Meppings Rzdirack Respan and Doma,
5 | i, =
oMl o 5§ @ -
[ Foaturas Wioww | 152 Cartarit Wiew
Fleacy &

4. Hacer clic en “Seleccionar” y en Grupo de Aplicaciones seleccionar “NET v4.5”. Luego
hacer clic en “Aceptar”.

Ste name:  Default Web Site

i Path: i
I '
| e Application pool:
|Cn:rhen::GC | |Dn:faul'r.App Pool | I Select...
Exarmple: sales
- N
Phiysical path: Select Application Pool 7 e
Chinetpub’wenw
IW- Application pool:
Pass-through auth MET vd.5 e
Connect as... Properties:
[] Enable Preload Met CLR Version: 4.0
Pipeline mode: [ntegrated
Cancel
1 Concel | |
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5. Seleccionar “CerberoGCSRV” y hacer clic en “Configuracién basica”.
ﬂB Intemet [nformetion Szrvices I3 Menager [?]'E‘
@_7_\:,)-. [F ¢ OCM-SRZI-PRT » Stes b DefaukWebShe b Cemernt b (TR T B
File Wiew Help
;mm‘ ! 9 fCerberoGC Home :ﬂ:m |
“ i;_f'_‘cl::z:i'::;::ﬁ”mm'DR?\DC'\' Filter: - JliGo -\ how Bl | Grauplye fres ~ (- EciE e
o S A5 HET - <'-_£':D 2
Byt 3 ¢ @ e B 8 B (|EEE-
o (¥ CerberoGi HET HET WMET Error MET MET Prodile MET Trust  Applicstion
e T T e Mathorizat,. Compilation Pages  Globalizstion Lewely Setting Browse Application
EEED 3 o a1 sl
m o w FE & R
Connection Rachine key  Pages end  Sesaion Stete SHTTP E-mail =
Sringi Cordrols 1
i3
= S T
o % 5 - g4 /] “)-]
&SP Bitherdic.. Authormat.. [ae § Compresson  Default Directony
Fadles Document  Browsing
m B @ @ € oFf §
Error Pages Failed Hendler HTTP HTTF [P Leddress Legging
Request Tra..  Mepping: Azdiract Fespon and Damis,
oM o= = & @
; v | T Fanaras viwee 2 Cartart Ui
Feach 4
6. Hacer clic en “Seleccionar” y en Grupo de Aplicaciones seleccionar “NET v4.5”. Luego
hacer clic en “Aceptar”.
Edit Applicatior ? >
3
Site name:  Default Web Site
Path: /
Alias Application pool:
| CerberoGCSRY | DefaultAppPool || seleet..
Example: sales
Physical path: Select Applicatien Peal 7 x
Cilinetpubwans
- Application pool
Pass-through aut |.NFI'w!.5 b
Connect as... | Properties:
[] Enable Preloag Met CLR Version: 4.0
Pipeline mode: Integrated
Cancel
- o[ o | |-
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3.4 Verificacion cadena de conexion ala base de datos

1. Irdonde se encuentra instalado la aplicacion web.
Por defecto: (C:\inetpub\wwwroot\CerberoGC).

2. Abrir el archivo web.config y verifique la existencia de la cadena de conexion
<connectionStrings>

<add name="cerberogcEntities" connectionS-
tring="metadata=res://*/CerberoGCModel.csdl|res://*/CerberoGCModel.ssdl|res://*/CerberoGCModel.msl;pr
ovider=MySqgl.Data.MySqlClient;provider connection string=&quot;server=localhost;user
id=root;password=dcm;database=cerberogc&quot;" providerName="System.Data.EntityClient" />

</connectionStrings>

3. Irdonde se encuentra instalado el servicio web.
Por defecto: (C:\inetpub\wwwroot\CerberoGCSRYV).

4. Abrir el archivo web.config y verifique la existencia de la cadena de conexion
<connectionStrings>

<add name="cerberogcEntities" connectionS-
tring="metadata=res://*/CerberoGCModel.csdl|res://*/CerberoGCModel.ssdl|res://*/CerberoGCModel.msl;pr
ovider=MySql.Data.MySqIClient;provider connection string=&quot;server=localhost;user
id=root;password=dcm;database=cerberogc&quot;" providerName="System.Data.EntityClient" />

</connectionStrings>

3.5 Verificacién de permisos a la carpeta Content

1. Ir donde se encuentra instalado la aplicacion web.
Por defecto: (C:\inetpub\wwwroot\CerberoGC).

2. En la carpeta “Content”, acceda a sus propiedades y en seguridad verifique los permisos
de escritura al usuario 1IS_IUSRS

| - Content Properties @
Generalj Sharing| Security | Previous Versions Euslormze‘
Object name:  C:\inetpubwwwroot\CerberaGCA\Content

Group or user names
52 Administrators (DCM-SA210-PR7\Administrators)
52, Users [DOMSB210.58 &
DCM-SR210-PR7AIS_IUSRS)
Tollar

To change permissions, click Edit. I Edi..

Permissions for IS_IUSAS Allow Deny
Full control fr
Madify ®
FRead & execute =
List folder contents
Read
Wiite v ) “
~——r”
For special permissions or advanced settings, I advanced
click Advanced
Leam about access control and permissions
0K Cancel
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3.6

ces (IIS)".

QJMmﬂthmaﬁnn Services [I5) Manager

& (7 oovsumr » e

File ‘Wiew Help

|

4 M3 DCR-ERII0-PRT [DCM-SRIL-FRIDCH
gt Application Pack
a ] S
a4 @ Dafault Wb Sits

III III e
-3 CerberoGOERY

F Mmdo

Raaidy

b Default'Web Ste ¢ CerberoGC »

G jrerberoGC Home

3. Verificar que se encuentre habilitada la autenticacion.
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Verificacion del sistema de Autenticacion

Hacer clic derecho en “Mi PC” y hacer clic en “Administrar”.
Ir a “Servicios y aplicaciones” y hacer clic en “Administrador de Internet Information Servi-

Seleccionar “Cerbero GC” y hacer clic en “Autenticacion”.
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Corfigurstion: “localhoat’ applicationHortconfig, <locabon peth="0'efoult Web S CerberoGL">
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Cerbero GC solution

3.7 Verificacion de lIS

1. Ira“Panel de Control” -> “Programas” -> “Programas y Caracteristicas”
Hacer clic en “Activar o Desactivas caracteristicas de Windows”.
3. En “.NET Framework 4.5 Advanced Services” 6 “NET Framework 4.6 Advanced Servi-

ces” (segun framework instalado) - > “WCF Services”, verificar que se encuentre tildado
“‘HTTP Activation”.

n

{4 Windows Features — O X

Turn Windows features on or off

To tumn a feature on, select its check box. To tumn a feature off, clear its
check box. A filled box means that only part of the feature is tumed on.

% [ | NET Framework 3.5 (includes .NET 2.0 and 3.0) N
- (W] | .NET Framework 4.6 Advanced Services
21  ASP.NET 4.6

A

[] | Named Pipe Activation
[J | TCP Activation
[ | TCP Port Sharing

[J  Active Directory Lightweight Directory Services

[l | Containers
11| Data Center Rridainn ¢
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